Notificare privind prelucrarea datelor cu
caracter personal

Societatea Exact Forestall SRL (denumita
in continuare COMPANIA) colecteaza si
prelucreaza datele dumneavoastrd personale
prin mijloace total sau partial automatizate (ex.
aplicatii. MS Office, etc.), denumite in
continuare “Instrumente de prelucrare”, in
conformitate cu prevederile legale in materie
de prelucrare a datelor cu caracter personal si
libera circulatie a acestor date. COMPANIA
va acorda o atentie speciald masurilor de
protejare a vietii dumneavoastrd private in
contextul utilizarii acestor Instrumente de
prelucrare.

Prin prezenta “Notificare privind prelucrarea
datelor cu caracter personal” va aducem la
cunostinta tipul de Date cu caracter personal
care vor fi colectate, prelucrate si utilizate cu
ajutorul  Instrumentelor de prelucrare,
scopul prelucrarii, persoanele carora le pot fi
transmise sau divulgate Datele cu caracter
personal si care sunt drepturile de care
beneficiati in calitate de persoana vizata.

1. Cine este responsabil de prelucrarea

Datelor dumneavoastra cu caracter
personal?
COMPANIA este responsabila  pentru

prelucrarea Datelor Dvs. cu caracter personal.
In cazul mentionat mai sus, COMPANIA este
considerata operator de date conform definitiei
in vigoare, prevazutd de legile si
regulamentele referitoare la protectia datelor.
Astfel, COMPANIA decide asupra scopurilor
si  mijloacelor de prelucrare a Datelor
dumneavoastra cu caracter personal.

In cadrul functionalitatilor Instrumentului de
prelucrare, Datele dumneavoastrd cu caracter
personal vor fi stocate de alti prestatori ai
COMPANIEI, care actioneazd in calitate de
Imputerniciti ai acesteia, in numele si conform
instructiunilor acesteia.

Notification Regarding the Processing of
Personal Data

Exact Forestall SRL (hereinafter referred to as
the COMPANY) collects and processes your
personal data by fully or partially automated means
(e.g., MS Office applications, etc.), hereinafter
referred to as "Processing Tools," in accordance
with the legal provisions on the processing of
personal data and the free movement of such data.
The COMPANY will pay special attention to
measures to protect your privacy in the context of
using these Processing Tools.

Through this "Notification Regarding the
Processing of Personal Data," we inform you about
the type of Personal Data that will be collected,
processed, and used with the help of the Processing
Tools, the purpose of the processing, the persons to
whom the Personal Data may be transmitted or
disclosed, and what are your rights as a data
subject.

1. Who is responsible for processing your
Personal Data?

The COMPANY is responsible for processing your
Personal Data. In the case mentioned above, the
COMPANY is considered a data controller as
defined by the applicable laws and regulations
regarding data protection. Thus, the

COMPANY decides on the purposes and means of
processing your Personal Data.

Within the functionalities of the Processing Tool,
your Personal Data will be stored by other
providers of the COMPANY, who act as
Processors on its behalf and according to its
instructions.

2. What categories of personal data will be
collected, processed, and used?




2. Care sunt categoriile de date cu caracter
personal care vor fi colectate, prelucrate si
utilizate?

Putem colecta, prelucra si utiliza urmatoarele
tipuri de Date cu caracter personal necesare
incheierii  sau executdrii contractelor, in
scopuri de marketing, pentru promovarea
afacerii sau organizarea unor evenimente:

Date personale de identificare (nume,
prenume, adresa, data nasterii, sexul, numar de

telefon, adresa email, CNP, nationalitatea,
semnatura).

Date cu caracter personal privind familia si
circumstantele sociale (Starea civila, detalii
legate de familie/sot/partener/persoane aflate
in intretinere).

Date cu caracter personal privind educatia
si experienta profesionali (istoric educatie si

training, calificari, certificari, ocupatie,
functie, istoric profesional).

Date cu caracter personal asociate
performantei in activitate (recomandari,

detalii publicate pe platforme social media de
tipul linkedin, facebook, etc.).

In functie de situatii specifice (legate de
securitatea spatiilor, a dispozitivelor mobile
si a informatiilor COMPANIEI sau in
functie de anumite activitati/evenimente),
am putea colecta, prelucra si utiliza
urmaitoarele tipuri de Date cu caracter

personal:
Informatii cu privire la imagine si
inregistriri video, locatie (inregistrarile

video captate de camerele de supraveghere
instalate la sediile COMPANIEI, adresa IP
captata ca urmare a utilizarii website-urilor si
aplicatiilor COMPANIEI, imagini foto/video
efectuate cu ocazia anumitor evenimente sau
in scop de promovare).

Date cu caracter personal privind verificari
de integritate, conflict de interese si validare
istoric (functii externe/ interese externe de
afaceri, detalii privind referintele, detalii
legate de cadourile primite, invitatii la
evenimente si alte facilitati primite, informatii
privind condamnari penale, respectiv cazier).

3. Care sunt scopurile pentru care colectam,
prelucram si utilizam Datele cu caracter
personal?

We may collect, process, and use the following
types of Personal Data necessary for the
conclusion or performance of contracts, for
marketing purposes, to promote the business, or to
organize events:

Personal identification data (name, surname,
address, date of birth, gender, telephone number,
email address, national identification number
(CNP), nationality, signature).

Personal data regarding family and social
circumstances (marital status, details related to
family/spouse/partner/dependents).

Personal data regarding education and
professional experience (education and training
history, qualifications, certifications, occupation,
position, professional history).

Personal data associated with performance at
work (recommendations, details published on
social media platforms such as LinkedIn,
Facebook, etc.).

Depending on specific situations (related to the
security of spaces, mobile devices, and
COMPANY information, or depending on certain
activities/events), we may collect, process, and use
the following types of Personal Data:

Information regarding image and video
recordings, location (video recordings captured
by surveillance cameras installed at COMPANY
premises, IP address captured as a result of using
COMPANY websites and applications,
photo/video images taken during certain events or
for promotional purposes).

Personal data regarding integrity checks,
conflict of interest, and historical validation
(external positions/external business interests,
reference details, details regarding received gifts,
invitations to events and other received benefits,
information regarding criminal convictions, i.e.,
criminal record).

3. What are the purposes for which we collect,
process, and use Personal Data?




COMPANIA colecteaza si prelucreaza datele

dumneavoastra personale in urmaétoarele

scopuri:

a) Tncheierea sau executarea contractelor la
care Compania este parte

b) Promovare si marketing

c) Organizarea evenimentelor

d) Asigurarea masurilor de securitate necesare

(supraveghere audio-video, monitorizare 1T);

e) Solutionarea unor potentiale plangeri si/sau

litigii deferite instantelor;

4. Care este baza legala pentru care
colectam, prelucram si utilizam Datele cu
caracter personal?

Pentru colectarea, prelucrarea si utilizarea
Datelor cu caracter personal in scopurile
mentionate mai sus, avem urmatoarea baza
legala:
* Prelucrarea este necesara pentru a putea face
demersuri in vederea incheierii sau executarii
unui contract;
* In cazul in care prelucrarea este necesara
pentru interesul legitim al COMPANIEI, cu
exceptia situatiilor in care prevaleaza
interesele sau drepturile fundamentale ale
dumneavoastra. Interesul legitim include, in
functie de caz, urmatoarele:

- Promovare si marketing

- Securitatea informatiei si
prevenirea fraudelor

- Asigurarea  dovezilor pentru
prevenirea si solutionarea
litigiilor.

5. Care sunt categoriile de destinatari citre
care se pot divulga datele personale
colectate si prelucrate?

In scopurile declarate, putem divulga Datele
dumneavoastra ~ cu  caracter  personal
urmatoarelor categorii de destinatari:

* Autoritatile (Autoritati  de

certificare, autoritdti contractante, autoritati

statului

fiscale si cele din domeniul ocuparii fortei de
munca, MAI etc.);

* Furnizori de servicii (dezvoltatori de
servicii, mentenantd si suport IT, auditori,
prestatori de servicii turism, furnizori de
bunuri sau servicii pentru oferirea beneficiilor,

The COMPANY collects and processes your
personal data for the following purposes:

a) Conclusion or execution of contracts to which
the Company is a party.

b) Promotion and marketing.
¢) Organization of events.

d) Ensuring necessary security measures (audio-
video surveillance, IT monitoring).

e) Resolving potential complaints and/or disputes
referred to the courts.

4. What is the legal basis for which we collect,
process, and use Personal Data?

For the collection, processing, and use of Personal
Data for the purposes mentioned above, we have
the following legal basis:

e Processing is necessary to take steps to
enter into or perform a contract.

e In cases where processing is necessary for
the legitimate interest of the COMPANY,
except when your interests or fundamental
rights prevail. The legitimate interest
includes, as applicable, the following:

- Promotion and marketing.

- Information security and fraud
prevention.

- Ensuring evidence for the
prevention and resolution of
disputes.

5. What categories of recipients can the
collected and processed personal data be
disclosed to?

For the stated purposes, we may disclose your
Personal Data to the following categories of
recipients:

o State authorities (Certification
authorities, contracting authorities, tax
authorities and those in the field of labor,
Ministry of Internal Affairs (MAI), etc.);

e Service providers (Service developers, IT
maintenance and support, auditors, tourism
service providers, providers of goods or
services for offering benefits, recruitment




furnizori de servicii de recrutare, servicii
postale, gestionare documente, etc.);

* Instante judecétoresti sau arbitrale, notari
publici, avocati, executori judecatoresti,
birouri de traduceri, alte servicii autorizate;

6. In ce conditii are loc transferul datelor
personale intr-o tara din afara Zonei
Economice Europene?

Datele dumneavoastra cu caracter personal ar
putea fi prelucrate de entitdti aflate in
exteriorul Zonei Economice Europene 1in
principal prin utilizarea serviciilor informatice
de tip Cloud.

7. Pentru ce perioada pastram datele
dumneavoastra sau care sunt criteriile
utilizate pentru stabilirea perioadelor de
stocare?

Ne asumam angajamentul sa pastram datele
dumneavoastra cu caracter personal numai pe
perioada necesara Tndeplinirii  scopurilor
pentru care au fost colectate si prelucrate sau a
indeplinirii unei obligatii legale.

8. Care sunt drepturile de care beneficiati in
ceea ce priveste datele dumneavoastra
personale?

Dreptul de acces la datele cu caracter
personal

Dreptul de acces va permite sa obtineti din
partea noastrd o confirmare a faptului ca,
COMPANIA prelucreazd sau nu date
personale care va privesc si ce astfel de date
sunt prelucrate. In cazul in care datele cu
caracter personal care va privesc, nu sunt
colectate de la dumneavoastra, orice informatii
disponibile privind sursa acestora, in cazurile
in care nu avem o interdictie legald privind
divulgarea sursei.

Dreptul la rectificare

Acesta presupune dreptul de a solicita
rectificarea sau actualizarea datelor cu caracter
personal inexacte sau incomplete care va
privesc sau completarea acestora, atunci cand
acestea sunt incomplete.

Dreptul la stergerea datelor sau ,,dreptul de
a fi uitat”

service providers, postal services,
document management, etc.);

e Judicial or arbitration courts, public
notaries, lawyers, bailiffs, translation
offices, other authorized services;

6. Under what conditions does the transfer of
personal data to a country outside the European
Economic Area take place?

Your personal data may be processed by entities
located outside the European Economic Area,
mainly through the use of cloud computing
services.

7. For what period do we keep your data or
what are the criteria used to establish storage
periods?

We are committed to keeping your personal data
only for the period necessary to fulfill the purposes
for which it was collected and processed or to
fulfill a legal obligation.

8. What are the rights you benefit from
regarding your personal data?

Right of access to personal data

The right of access allows you to obtain from us a
confirmation of whether or not the COMPANY
processes personal data concerning you and what
kind of data is processed. If the personal data
concerning you is not collected from you, any
available information regarding its source, in cases
where we do not have a legal prohibition regarding
the disclosure of the source.

Right to rectification

This implies the right to request the rectification or
updating of inaccurate or incomplete personal data
concerning you or to complete them when they are
incomplete.




Acesta presupune dreptul de a solicita
stergerea datelor cu caracter personal care va
privesc, in anumite circumstante, precum (i)
atunci cand datele personale nu mai sunt
necesare pentru indeplinirea scopurilor pentru
care au fost colectate sau prelucrate, (ii) datele
dumneavoastra au fost prelucrate ilegal, (iii)
atunci cand prelucrarea datelor a avut loc pe
baza consimtiméantului dumneavoastra, iar
acest consimtdmant a fost retras.

Dreptul de a va retrage consimtimantul

Consimtamantul poate fi retras in orice
moment, atunci cand prelucrarea datelor cu
caracter personal care va privesc a fost
efectuata  pe
dumneavoastra.

baza  consimtamantului

Dreptul la restrictionarea prelucrarii
Acesta presupune dreptul de a solicita si de a
obtine restrictionarea prelucrarii datelor cu
caracter personal care va privesc, in anumite
circumstante, precum (i)
dumneavoastra contestati exactitatea datelor,
pe perioada ce ne-ar permite verificarea
exactitatii  acelor  date, (ii) datele
dumneavoastra au fost prelucrate ilegal, iar
dumneavoastrd va opuneti stergerii acestora,
solicitand restrictionarea utilizarii lor.

atunci  cand

Dreptul la portabilitatea datelor

Acesta presupune ca aveti dreptul de a primi
datele cu caracter personal care va privesc si
pe care ni le-ati furnizat, cu dreptul de a le
transmite unui alt operator, in cazul in care (i)
prelucrarea datelor s-a efectuat fie in baza
consimtimantului dumneavoastrda sau a
contractului Tncheiat cu noi, iar prelucrarea
datelor cu caracter personal s-a efectuat prin
mijloace automate. Acest drept poate fi
exercitat, numai in masura in care prelucrarea
datelor furnizate a fost efectuata exclusiv prin
mijloace automate si doar acolo unde
extragerea acestor date este fezabila din punct
de vedere al capacitatilor tehnice folosite de
Operator.

Dreptul la opozitie
Acesta presupune ca, in orice moment, aveti
dreptul de a va opune, din motive legate de

Right to erasure of data or "'right to be
forgotten™

This implies the right to request the erasure of
personal data concerning you, in certain
circumstances, such as (i) when the personal data
is no longer necessary for the fulfillment of the
purposes for which it was collected or processed,
(ii) your data has been processed illegally, (iii)
when the data processing was based on your
consent, and this consent has been withdrawn.

Right to withdraw consent

Consent can be withdrawn at any time when the
processing of personal data concerning you was
carried out based on your consent.

Right to restriction of processing

This implies the right to request and obtain the
restriction of the processing of personal data
concerning you, in certain circumstances, such as
(i) when you contest the accuracy of the data, for
the period that would allow us to verify the
accuracy of that data, (ii) your data has been
processed illegally, and you oppose their erasure,
requesting the restriction of their use.

Right to data portability

This implies that you have the right to receive the
personal data concerning you and which you have
provided to us, with the right to transmit them to
another operator, if (1) the data processing was
carried out either based on your consent or the
contract concluded with us, and the processing of
personal data was carried out by automated means.
This right can be exercised only to the extent that
the processing of the data provided was carried out
exclusively by automated means and only where
the extraction of these data is feasible from a
technical capabilities perspective used by the
Operator.

Right to object




situatia particulara in care va aflati, prelucrarii
datelor cu caracter personal in anumite
circumstante, precum (i) atunci cénd
prelucrarea a fost efectuata in interesul nostru
legitim sau (ii) cand prelucrarea are drept scop
marketingul direct, inclusiv crearii de profiluri
pe baza respectivelor dispozitii.

Dreptul de nu face obiectul unei decizii
bazate exclusiv pe prelucrarea automata a
datelor dumneavoastra, inclusiv crearea de
profiluri care produc efecte juridice sau care va
afecteaza semnificativ.

Acesta presupune ca aveti dreptul de a solicita
interventie umana din partea Operatorului, de
a va exprima punctul de vedere si de a contesta
decizia.

Dreptul de a depune o plangere la
COMPANIE si/sau la  autoritatea
competenta privind protectia datelor

Dreptul de a va adresa instantelor
judecatoresti pentru exercitarea
drepturilor

9. Cum ne puteti contacta pentru a solicita
mai multe informatii si/sau pentru a va
exercita drepturile mentionate mai sus?

Pentru exercitarea drepturilor mentionate,
precum si pentru orice Intrebari suplimentare
cu privire la aceasta informare sau in legatura
cu utilizarea de catre COMPANIA a datelor
personale ce va privesc, va rugam sa ne
contactati alegand oricare din modalitatile de
comunicare descrise mai jos, precizand,
totodata, dumneavoastra, adresa
postala sau de email (in functie de modalitatea
prin care doriti s4 comunicam), numadrul
dumneavoastra de telefon precum si scopul
cererii dumneavoastra.

numele

. prin email - la adresa:

gdpr@exactforestall.com

10. Cat de des actualizam prezenta
informare privind prelucrarea datelor cu
caracter personal?

This implies that, at any time, you have the right to
object, for reasons related to your particular
situation, to the processing of personal data in
certain circumstances, such as (i) when the
processing was carried out in our legitimate
interest or (ii) when the processing is for direct
marketing purposes, including profiling based on
those provisions.

Right not to be subject to a decision based solely
on automated processing of your data, including
profiling, which produces legal effects or
significantly affects you.

This implies that you have the right to request
human intervention from the Operator, to express
your point of view and to contest the decision.

Right to lodge a complaint with the COMPANY
and/or the competent data protection authority.

Right to address the courts for the exercise of
your rights.

9. How can you contact us to request more
information and/or to exercise your rights
mentioned above?

To exercise the rights mentioned, as well as for any
additional questions regarding this information or
in connection with the COMPANY'"s use of your
personal data, please contact us by choosing any of
the communication methods described below,
specifying your name, postal or email address
(depending on how you wish to communicate),
your telephone number, and the purpose of your
request.

by email - to the address:
gdpr@exactforestall.com

10. How often do we update this personal data
processing information?
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